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Gartner Security & Risk
Management Summit 2018

Socroe: Top Y Secunty Projects for 2013, Wed
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TOP 10 SECURITY PROIJECTS

| No. 1: Privileged access management

No. 2: CARTA-inspired vulnerability management

b 4 = No. 3: Active anti-phishing
>
No. 4: Application control on server workloads

. 5: Microsegmentation and flow visibility
. 6: Detection and response

. 7: Cloud security posture management

. 8: Automated security scanning

. 9: Cloud access security broker

. 10: Software-defined perimeter




Hlavny Hacker NSA — ako ma udrzite mimo vasu siet’?

Rob Joyce - $éf NSA Tailored Access Operations:

* “V dnesnom svete APT hracov (ako aj NSA), su privilegované ucty kralom v
moznostiach ziskania pristupu k systémom”

* “Nie ucty VIP zamestnancov, ale ucty sietovych/doménovych/systémovych
administratorov otvaraju utoCnikom cestu k utoku.”

+ “NSAtiez Casto poteSia hard-coded hesla v aplikaciach alebo hesla, ktoré su
prenasane v Citatefnej podobe — napr. pouzitim starsich protokolov — a tak l'ahko
dostupné.”

NATIONAL SECURITY AGENCY i b o & CENTRAL SECURITY SERVICE

4"3’_";1;\ uf "‘."' '-... . ""’J
Defending Our Nation. Securing The Future.
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CIO Journal.

Malware Targets
Vulnerable
Admin Accounts

Many a CIO has warned em-
ployees about malicious links in
e-mail that potentially give
hackers an entry into corporate
networks. Increasingly, so
cated cyber attacks are us '~
so-called privileged accg
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INTEANET AND ENTERPAISE SECURTTY NEWS, INSIGHTS 8 ANADYS'S

Privileged
Accounts Play Key
Role in Advanced
Cyber Attacks

Malware and attackers are
increasingly targeting
privileged accounts as part of
multi-stage operations where
thay hre3~h petworke ~ath-

Privileged Account
Details Are Often
Shared and Can Be
a Weak Entry Point
for Attackers

Privilaqed user =ccourt=¢ n| !
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in World of Cyhersecurity

Security experts have been warning enterprises for som..

time that the greatest security threats come from within:
theirgy emlo cpes, Angathe

= v.. are

Privileged Accounts at
Root of Most Data Breaches

If enterprises ever were given wake-up call, it should
be thxs stealing and explomng pnvnleged accounts is
fo % of all

InformationWeek
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"Trusted' Einployees
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rivileaed Accounts:
TedNaer)er;
Hacke: - Know Best

One big reason cyberintruders can easily roam far and wide, once

B ron they crack inside a company network, is that many organizations

Uber Hack Shows Vulnerablllty of
Software Code-Sharing Services

The Forrester Wave: Privileged Identity Management, Q3 2016

heed O DLl 'ce " Sl

Every single Yahoo account was hacked - 3
billion in all

Grasping the Problem
with Privileged Accounts
Ehe New ork Times

Attack Gave Chi
Pridileddd 6
By DAVID ﬂ P AEL D. SHEAR

ackers
S. Systems
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£ngland s INH> hie oy large scale cyber attack

6, " _AGOby. "~. cia ™~ s

England’s National Health Service has been hit by a large
scale cyber attack, with hospitals across the country

reporting I'T systems are down.

"WannaCry" ransomware
attack losses could reach
$4 billion




Office of Personal Management — Struény prehlad utoku

Organization Overview The Washington Post

New OPM data breach numbers leave
federal employees anguished, outraged

By Joe Davidson B o fomow QiceDaviascen P

Industry Federal Government

Employees 4.1 million (federal employees)’

If misery loves company, the Office of Personnel Management had

of good days. Then, its cvber sinkhole got much, much deeper.

Headquarters Washington, DC

News about computer problems grounding United Airlines, shuttj®
New York Stock Exchange and taking the Wall Street Journal's
offline ily overshadowed OPM's problems and degf®

Co se vlastne stalo?

= April 2015: OPM zistuje, Ze im bol odcudzenych 4.2 Chelcwlinibunee

. o el v Afhack Gave Cliiness Huclhers Privileged Acoess
milionov citlivych udajov $tatnych zaméstnancov e e SR
to U.S. Systems

= Jun 2015: Bolo odhalené, Ze rozsah celého pripadu je .,
pravdepodobne o mnoho vacsi

= Pocet zasiahnutych osob: 21.5 milidbnov Statnych
zamestnancov a dodavatelov

= Co bolo ukradnuté: osobné, zdravotné a rodinné
udaje, informacie o previerkach, atp...

= Odkial hrozba pochadza: Cina

Katherine Archulesa, dirnctor =f the Office of Personns! Mansgement, in Corgreas an Tuesday.
Qf Ovemij Assizom Fress

= Motivacia: Spionaz
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Ako utok zacal?

Krok 2: Ziskané
pristupové udaje
dodavatelov do
prostredia OPM

Krok 3: Ziskané udaje su
zneuzité k neopravnenému
pristupu do vnutorne;j siete

Krok 1: Utoénici
prolomili obranu
KeyPoint a USIS

.

contractor

CYBERARK'




Co nasledovalo?

Krok 5: Postupné povysSovanie
prav, az po ziskanie domain-
admin uctu

Krok 6: Lokalizacia systémov s
citlivymi datami a instalacia
malware

Domain
accounts

Krok 4: Vo vnutornej sieti
OPM skenovanie
privilegovanych uctov

Zneuziti v této fazi:

* Vlynesenie cca 4,2 milionov osobnych
identifikaCnych udajov federalnych
zamestnancov

 Lokalizacia privilegovanych uctov Dept.
of the Interior

<
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Aky bol konecny vysledok aktivit utocnikov?

Krok 8: Preskenovanie
datacentra a ziskanie
pristupu k dalSim citlivym

Krok 9: InStalacia malware na
% vybrané systémy = vynasanie

Shared
Services
accounts

Krok 7: Ziskané
privilegované ucty s
pristupem do datacentra
Department of the Interior

aneuiiti v této fazi:
* Vlynesenie cca 21,5 milionov osobnych
identifikacnych udajov federalnych
zameéstnancov a registrovanych oséb 6
» Ukradnuté osobné, rodinné, zdravotné

. informacie a dalSie udaje y CYBERARK’




Cielom utoC€nika je ziskat’ najvyssie opravnenia

\ateral|
\ © y
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Aﬁ domain

controllers

ﬁ E servers
Existing

| - i
Access .

endpoints

~ Escalate Disrupt
- Privileges Business
Perimeter
Compromise ~ Exfiltrate
I\_
NETWORK PERIMETER

Data

<

CYBERARK'



Krok JEDEN: Nevratné a uplné prevzatie siete
Riad'te a zabezpecte Doménové Admin ucty

Riadte uc¢ty Domain Admin
and Enterprise Admin

—QO Detekcia utokov na Kerberos

—(Q Tiering pristupov

Session DOMAIN
Isolation CONTROLLERS

O Vynucujte kontrolu aplikacii na

Doménovom radici

CYBERARK'




rok DVA: Zamedzte eskalacii priviléegii
Riad'te a zabezpecte lokalne a infrastrukturne ucty

Riad'te Local Administrator
ucty vo Windows

Riad'te ucty Domain Admin
and Enterprise Admin

Riadte Root ucty v UNIX/Linux —QO Detekcia Utokov na Kerberos

Zabezpecte 3™ Party Aplikaéné Géty —(Q Tiering pristupov

—( Riadte Local Admin ucty

Session DOMAIN
Isolation CONTROLLERS

O Vynucujte kontrolu aplikacii na

Doménovom radici

CYBERARK'

Session
Isolation




rok TRI: Obmedzte lateralne pohyby
Hardening koncovych stanic

——(O Riadte Local Admin ucty

—CQO Aplika¢na Kontrola
—Q Least Privileges

O Ochrana prihlasovacich
udajov na stanici

Session
Isolation

Riadte Local Administrator

ucty vo Windows

Riad'te ucty Domain Admin
and Enterprise Admin

Riadte Root ucéty v UNIX/Linux —QO Detekcia Utokov na Kerberos

Zabezpecte 3" Party Aplika¢né ucty —Q Tiering pristupov

Session DOMAIN
Isolation CONTROLLERS

O Vynucujte kontrolu aplikacii na

Doménovom radici

CYBERARK'
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Privileged Account Security
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14 Core Privileged Account Security

Zabezpecenie a sprava prihlasovacich udajov
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= Digital Vault — vysoko zabezpecCené ulozisko hesiel

= Silna autentizacia + striktné oddelenie roli

= Rotacia hesiel/SSH klucov - centralna politika pre vSetky
privilegované ucty

& =

NETWORK SECURITY
DEVICES APPLICANCES

|
= Siroka 3kala podporovan;ich systémov — out-of box

1
= Auditny zaznam o kazdorh pouziti privilegovaného uctu

€D &

SECURE
WWWwW —
. : -TORAGE
CYBERARK WEB PORTAL ~ === === === o KR |- > WEBSITES/ CLOUD
p— - WEBAPPS  INFRASTUCTURE
X —
— e e e e I
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1 5 Core Privileged Account Security
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Session isolation, monitoring and recording e
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I I 1
V ] S R , . > o JR
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PRIVILEGED THREAT ANALYTICS with

Behavioral Analysis &
H H H Deep Packet | ti
Domain Controller Protection Option
Q Normal
PRIVILEGED ACCOUNT
ACTIVITY Network Tap /
L . , Privileged
Authentication Activity > /S J—
, WessmHma e Threa.t —)A Abnormal
== Analytics

Active Directory

CyberArk Vault &
Privileged User Activity PURBG e 2 [ F
||
o
IR
SIEM Solution < ALERT: SIEM & CyberArk
Critical System Access

> ArcSightst —
ORACLE @ [ % x |
=

A e splunk >
Golden ticket
Sy -

s Jull. il

= Minimalizuje €as na detekciu zneuZzitia privilegovanych uctov

= QOdhali a upozorni na zneuzitie privilegovanych Gétov v redlném &ase — detekcia Utokov na RE TSR T TN
zranitelnosti Kerberos, kompromitaci pristupov, nestandardné spravanie uzivatela [el (3|E G
— U =) -

Enterprise Privileged Session Privil Threat
Password Vault™ Manager® Amn

Credential protection, Session Isolation and Monitoring,
Privileged Analytics and Threat Detection

Least Privilege Control for *NIX and Wirndows Servers
and Domain Controller Protection



APPLICATION IDENTITY MANAGER | o) .

B App Identity Manager
H / Conjur

Applications -
Enterprise Resources
:"_" =1=1= ===
Accounts Jdol- Jdol-
Receivable — oI
Bl =) Servers Mainframes
l: AFTER: —
| — =)
CRM S = UserName = GetUserName() % |-
Weblogi Password = GetPassword()
ebrogle BEFQRBE: = GetHost() atabases Applications
ConnectDatabase(Host, UserName, Password)
Human = = :::O
Resources
i = Eliminuje riziko hard-coded credentials v aplikaciach ]
ork Security
. T v . , v . . Appli
Online [ = Poskytuje flexibilnd moznosti vynuceni bezpeénostnej politiky a Fes R
Booking E rotaciu hesiel pro Sirokou skalu aplikacnych a servisnych uctov
System L %
Holrres'm— . ’ | =
WWW ’
Websites/ Cloud
Web Apps Infrastructure

C
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CyberArk Discovery & Audit (DNA)

Pass-the-Hash: Organizational Vulnerabillity Map

= VVyhlada vselky ucty (privilegovane | Standardne)
= |[dentifikuje privilegované ucty a typ prinlasovani:
- SSH klice
- Vlozené/hard-coded ucty na I1IS/WebSphere/WebLogic
- Nezabezpecené uzivani prav na UNIX systemech
- Hashe hesel na stanicich a serverech

- AWS IAM uzivatele, Access Keys a EC2 Key pairs
- Riziko Golden Ticket attack

= Prehledné reporty s vysledky skenu -
Executive Summary Dashboard

= Vytvoreni tzv. Trust map s vyhledanymi SSH kliCi a hash
= Sken bézi v pozadi s minimalnim dopadem na vykon
= Aplikace se neinstaluje (spustitelny exe soubor)

= Nizké naroky na vykon v

CYBERARK
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Ochrana Windows Prostredia — Tiering model

CyberArk
Secure Zone

Domain Admin Account | EI
®‘ Domaihﬁi\dmins

: Server Admin Account | El

SR 4 » @ | l
in

Password
Rotation

erver Admins

Workstatioh Admins

s

Jump server

C
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Kontrola vzdialenych pristupov dodavatelov

~ Corporate
. Network

AN
N |

Third party
vendor

Secured file
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Netw
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[

[

3

IC:

\
AN
~ .

B

UNIX
Servers

Databases

Windows
Servers

e l l |
m DMZ firewall == '
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SCADA
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COMPLETENESS OF VISION > As of November 2018

Source: Gartnet (Decernber 2018)

Gartner, Magic Quadrant for Privileged Access Management, Felix Gaehtgens, Dale Gardner, Justin Taylor, Abhyuday Data, Michael Kelley, 3 December 2018

This graphic was published by Gartner, Inc. as part of a larger research document and should be evaluated in the context of the entire document. The Gartner document is available upon request from https://Ip.cyberark.com/gartner-mg-pam-leader

CYBERARK LEADER IN GARTNER 2018 MAGIC QUADRANT FOR PAM

CyberArk positioned highest for ability to execute and furthest for completeness of vision

Gartner does not endorse any vendor, product or service depicted in its research publications, and does not advise technology users to select only those vendors with the highest ratings or other designation. Gartner research publications consist of the opinions of Gartner’s research organization and should not be construed as statements of fact. Gartner discl ties,
expressed or implied, with respect to this research, including any warranties of merchantability or fitness for a particular purpose.
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https://lp.cyberark.com/gartner-mq-pam-leader

Riadenie privilegovanych uctov je
potrebne podla vsetkych noriem, aj ZKB.

Aich ’bezpeénost’ riesia organizacie ako
PRVU vec po kybernetickom utoku.



