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Aktualne hrozby vs. tradicné ochrany
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Evolucia hrozieb

 "Bezny” (staticky) kod (znama SHA256 signatura) = @_ﬂ

* virusy — rootkit, spyware, crime-ware, adware, ...

Malware  Malware

 Enkryptovany malware (znamym algoritmom)

» Oligomorfny/polymorfny malware (rézne obfuskacie/dekryptory/
kombinacie — desiatky/miliony verzii, ...)

fation Engne: to generate
almos unlimited number of
malware vanants by using
obfuscation techniques

« Metamorfny malware

« Zvlast: Targeted malware

SOITRON® ﬁ/gg\——
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Evolicia ochran

« Evolucia pokrocilych ochran proti
hrozbam a ich zastaravanie kvoli APT
(Advanced Persisent Threats)

* Antivirus
 Signatury
* Heuristika
* Sandbox
* Virtualizacia
* 0OS emuldcia
* Full System Emulation

SOITRON® —




Riesenie: Full System Emulation
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Co je Full System Emulation?

Version-less inspection Identification of
and analysis does not malicious document
require gold images macros

Dormant code analysis

identifies code blocks even True Kernel visibility

if they do not execute APPLICATIONS
. ) I
Dynamic code analysis L
elicits malicious behaviors OPERATING SYSTEM

Inspection of malware
memory including
cPU @ encrypted strings

PHYSICAL HARDWARE
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Co vidi tradiény sandbox?

Q000000

SOITRON®

Stalling Loops

Last User Login

Presence Of Typical Programs
Last Time System Booted
Delaying Tactics

Race Conditions

CPU Core Checks
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21

callg

callg

callg

0x100070478

0x1000704b4

0x1000702b6

; symbol stub for: _open

; symbol stub for: _read

; symbol stub for: _close
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Co vidi Full System Emulation?

SOITRON®

See every instruction

Manipulate conditions
and identify highly
evasive techniques

“Fake Out” detection
without need for
numerous virtual
instances

P B e b e e e ek e e el
= O O OO ~NOoOU s WN= SO W

cmpl
je
xorl
movq
xorl
callq
movl
testl
js
leaq
movq
movl
movqg
movl
callq
movq
movl
movl
callg
cmpl
jle

$0x0c,%sebx
Bx10000721e
%esl,%esl
%ri15,%rdi

seax,keax

0x100070478 ; symbol stub for:

seax,%srlad

seax,seax

0x10000f21e
OxfFfffff70(%rbp),%rcx
srex,Oxffffffec@(%srbp)
$0x00000050,%edx
srex,%rsi

%seax,%sedl

0x1000704b4 ; symbol stub for:

srax,%sri3
seax,%rlad
srizd,%sedi

0x1000702b6 ; symbol stub for:

$0x02,%r13d
0x10000f21e

_open

_read

_close
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Konkrétne riesenie:

Lastline Defender
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Kto je Lastline

Spolocnost zalozena v 2011 troma z 10 top bezpecnostnych akademikov na svete
Podporena dostatocnym kapitalom

Vysoky narast predaja year-to-year

Viac ako 5 milionov chranenych pouzivatel'ov*

Viac ako 100 zamestnancov celosvetovo

Technologicky lider (NSS Labs, Forrester, Frost&Sullivan), patentované riesenia
250+ enterprise zakaznikov, 25+ technologickych/OEM/servisnych partnerov
Vitaz prestiznych priemyselnych oceneni

201
GLOBAL
EXCELLENCE

* A ok k

Info Security
6

*licencovanie

SOITRON®




NSS Labs - Breach Detection Systems

» Nezavislé testovanie: 100% Uspesnost’ identifikacie skodlivého kédu a hrozieb (100/100/0)

2016 2017

Trend Micro Lastline
(&) 9

Trend Micro

@ Iy @Fortinet [1)

Check Point

Palo Alto Networks (1)

l @ Fortinet

Check Point

SOITRON®




Produkt - Lastline Defender — Ochrana na viacerych frontoch

Network Object

= 0|8 _(F
network @ c2 i] pdf L'J
PDNS apps == archive

netflow W”gg? v

Advanced Malware Protection Platform

] E
Email Content

ICAP/proxy MTA/SMTP/0365/POP3/IMAP DNS/inline/SPAN/GUI/API

SOITRON® M




Lastline Defender — zakladné stavebné prvky / nasadenie

SOITRON"

Sensor

Sonda v sieti analyzujuca sietovu premavku, email, web,
subory. Extrahuje z premavky objekty a informacie a
analyzuje ich.

Manager Koreluje threat events z roznych zdrojov do incidentov,
obsahuje databazu incidentov a nastaveni, spravuje
pripojené senzory a engines.
Engine Analyzuje vzorky pomocou FULL SYSTEM EMULATION

technolégie (FUSE)

Threat Intel API

A




On-Premise

CioL

W lastline

V,,
m

Lastline proactively - b BeAawl ————————— »

crawls the Internet Feedback for e et -5

for threats and global threat un!mown . < BERELT

updates the Sensor’s intelligence objects Engine ,// Manager

knowledge base (prograr-ns and A KT Correlates alerts
docs) with i 'ﬂ' ,:' and produces
FUSE : // actionable intelligence for
technology lf% ,:' SOC and IR Analysts

Sensor
\‘h Scans traffic for indicators and

s \ anomalies that reveal C&C
' connections and infections

gL
E

control



Distributed Detection — Central Analysis

7 soc N

SIEM (e.g. Art:ght QRadar) -L\

~—Lastline UI

Sensors
Scan web and E-mail traffic for malicious
@ objects, measure flow volumes and
indicators and anomalies that reveal
C&C connections and infections

Location 3

l Backun)

a8 ‘; ‘\‘ N e
L Corpélated alarts ]
Iy

Sends incidents td@OC
5\?[06 evenﬁs to SIEM

Malware @
Analysis of

V'
~

L.

unknown
objects @ @
\ Englne(s) /




Dashboards

@ Infections in your network

@Grouped O Stacked

un

@Infections @Watchlist

2013-11-01

© New unique detections

TIME
2019-10-31
5 days ago
Today

5 days ago
Today
Today

Today

:

DETECTION
llrules;1547129337431
lirules:10896391770652
jumpercursos.com.br
llrules:10B96309813532
momol.test.zinimedia.com
test.develd.com

youronlinempire .com

2019-11-03

THREAT

URLHAUS BLACKLIST.. %
URLHAUS BLACKLIST.. %
URLHAUS BLACKLIST... %

2019-11-05

TYPE

Lastline network signature
Lastline network signature
Blacklist

Lastline network signature
Blacklist

Blacklist

Blacklist

@ Muisances

REFERENCE

© Detected threats

© Downloaded files graph

Files  Files uploaded for analysis

1621
1400
1200
1000
800
600
400
200

Martin Vozar

Tap 10 threats

10 - Phishing

9 - Unknown Crypto Miner

7 - Phishing

5 - ETERNALBLUE

5 - URLhaus blacklisted host
4 - Potential ThinkPHP RCE Exploitation
Atternpt

3 -5QL Injection

» 3 - Web Application Attack

® 3 - suspicious DNS-aver-HTTPS resolution
@ 3 - Suspicious Trusted Domain
Enumeration

L Unique files ¥

@ Android App @ Archive ®Document @Executable ©Java  Media @ Pdf @ Script



Martin Vozar
nartin.vozar@soitror

= Dashboards

& Traffic processed & Application layer protocols
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Network > Triage workboard ~

Active intrusions in my network ©

B 3¢ 1

Hosts in my network €

544

Monitored hosts fosts with th

Top open threats

i N
N
% gy

d > High impact unassigned

My work €

2 + 0 Assigned

Med/Low unassigned

Command and Control 2 Az
NaN 15 W2
NaN i 2

Quick actions &

Top 10 threats

- Unknown Crypto Miner

- URLhaus blacklisted host

- Potential ThinkPHP RCE Exploitation Attempt
- ETERMNALELUE

- Phishing

- SQL Injection

Dhichine

dwos B RN



Martin Viozar

= Network > Intrusions ~ rtin.ve

i

2 H . p Latest stage: Affected hosts; Threats: "
< it 92 Intrusion ID: cOde34 = State: Open Assignee: Unassigned
2019-11-02 - 2019-11-06 Command and control 2 2 R & it g
Overview Hosts Timeline History Evidence Incidents Mai
Overview
Threats and hosts Attack stages
s delivery
+ exploitation
w» command and control 2 Hosts
2 e Winnti 2 Hosts 2 | 172.108.242.173 | 157.230.216.203 = credential access
IZ LR NS ta/.230.210.20
e Winnti Scanner 1 Host R (etails > « discovery
bt s o
THREATS ok . HOSTS v lateral movement
» collection
= exfiltration
Impact: @ High Medium @ Llow ® Activity ' @ No Activity

Intrusion blueprint

(2]

@ @ @

157.230.216.203  172.104.242.173

172.16.11.27 Winnti 10.64.0.104

synth-domain-172-16-11-27 .docker-host



KlItGcové vliastnosti

1. Full System Emulation (FUSE)
2. Actionable Threat Intelligence
3. API (integracia)

SOITRON®



B

... traced!
s . traced!
... traced!

. traced!
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#1 FUSE: Priklad PAFISH (Lastline FUSE)

b CAUsers\Emily\AppData\Local\Temp\\paf.exe_.exe = O

SOITRON® /QQ\__




« PAFISH
* Bodové ohodnotenie
kazdej podozrivej ¢innosti

» Vysledné skore na
zaklade jednotlivych
bodov

SOITRON®

Analysis Overview

>

©00000000000000000000

Severity

Lol |
Xl |
Pl |

Lo )

LoPEl |

Lol )
Pl |

Lo |

Lol |
W a
O
Pl |
P |

XY
Pl |
Pl |

a
Pl |
Pl |

Ol

P

Type
Evasion
Evasion
Evasion
Evasion
Evasion
Evasion
Evasion
Evasion
Evasion
Search

Search

Evasion
Evasion
Evasion
Evasion
Evasion
Evasion
Evasion
Evasion
Evasion

Memory

Description
Trying to detect analysis virtual environment (window name detection)
Trying to detect analysis virtual environment (user detection)
Trying to detect analysis virtual environment (malware analysis sandbox detection)
Trying to detect analysis virtual environment (installed applications detection)
Trying to detect analysis virtual environment (guest modules detection)
Trying to detect analysis virtual environment (drivers detection)
Trying to detect analysis virtual environment (analysis path detection)
Trying to detect analysis virtual environment (HDD detection)
Trying to detect analysis virtual environment (BIOS detection)
Retrieving the user account name
Enumerates running processes
Timing Detection (rdtsc_GetTickCount)
Potential detection of virtual environment (Sandboxie)
Potential detection of virtual environment (IOCTL_DISK_GET_LENGTH_INFO)
Detecting the presence of WINE
Detecting sandboxes by checking registry keys artifacts
Detecting analysis environment by checking sandbox name
Ability to detect sandbox by checking mouse activity
Ability to detect if Sleep() function is patched
Searching for specific processes: vmmouse.sys (analysis tool detection)

Writing through direct access to physical drives



SOITRON®

#2 Actionable Threat Intelligence

Admin

BI3YSTVSOGSOBKUZIIBD Time range: last 7 days = Time zone: US/Pacific  Display settings

L T ERTRSTENTEN Up: 4 /13 ll Monitoring: 2/ 13 [l Trame: 27 13 licaR- 2/ 13 ll mait: 3 /13

= |nfections in your network

@ Grouped (O Stacked

= Downipaded files

2013-11-16

o Q

2013-11-18

2013-11-20

> Q

s
_~

= Detected malware

= Monitored traffic

Top 10 malware

8 - Sinkhole
® 9 - InstaliMate
@ 7 - Lollipop
6 - Generic drive-by download
© 6 - KoreanFakeAV
®5-2Zeus
5 - Malware download
@ 5 - FileBulidog
@5 - DomalQ
5 - GenerlcClickFraud

&

 Correlated APT information rolls up to network incidents provides drill down to

individual malware events (multiple events — single incident)
« APT threat severity level identifies high priority infections
* Less noise means quicker remediation with fewer resources

NN




#2 Actionable Threat Intelligence — Detailny pohlad na incident

= Event details

HostlP 10.1.12.101%
Host MAC  00:08:02:1C47 AE
Destination IP 178.175.138.133 M CFY <
Destination Port 1012
Sensor  anis-sensor
WHOIS 3 Lookup 178.175.136.133

= Event evidence

The use of port 1012 in this event maiches network activity profiles for 1 malware:

EventID 1586%
Start time  2018-03-23 12:35:02
End time  2018-03-23 12:42:51
Connections 2
J--T. T B ovent logged | traific captured
Related incident 6%

% » of class © Impact Severity: Confidence:

The host i imoun Hastdiatad rial jomains/IPs:
Domains/IPs comacted include :

178.175.132.133 [l tid of class impacr BV 100 1 100

Canfidence

e I of class - impact severty Contidence. (EIEED

+ Host reputation for 178.175,138.133

= Captured traffic

View trafiic capture %

Juick search Filter by UR .
Links w Timestamp Bytes Sent - Bytes Received - URLs Protocol
& % 2018-03-23 12.35:02 4320 9,206 o
FY 2018-03-23 124251 4320 ¥ 9,206
RAW 1P
Flow Details Timestamp  2018.03-23 12:35:02 Source P 10.1.12.101

IP Protocol TCP
State ESTABLISHED
WHOIS 13 Lookup 178.175.138.133

SOITRON

Source Port 49193
Destination IP 178.175.138.133 M O <
Destination Port 1012
Bytes SentiReceived 320455044

* Info



#2 Actionable Threat Intelligence - Forenzna analyza
Analysis Subjects Tree View:

= Analysis Subjects Ovarview

HIghhght actvibes
O Livrary

OFile

O Registry
© Nebwork
O Process
O Mutex
QO Senvice

Subject1 O

Subject 2
O

O Subject 3

Analysis Subject Details:

= Analysis Subject 1
MDS
SHA1

Command Line

Packers
Analysis Reason
+ Libranes

+ File S

lem Actaty
4+ Registry Actty

i lons

<+ Process Inl
+ Mutex Activity

4+ Memory Contents

- bad: 134aT0ecdd 13046812 ta2cB1
» Daddide1a022570b7T2c855808528¢ TH6a33480

“CUsars\ohnson\AppData\L ocaliMic rosoftiWindo
DTHereNUBSALSSYHE oxe”

ASProtect 1.33 - 2.1 Registered -> Alexey Solodovi

Process starled

SWUITKWIN

O Subjectd
O Subject5
QO Subjea b
O Subject7
O Subject8

O Sutject9

= Analysis Subject 1

MD5 OBeB34bbd4125f0aeal 7d0427ceafasa

SHA1 418B48e85671d6a022640b38b51d5b50563830ed

Command Line VPG \Program Files (xBE)\Wicrosoft Office\Office 2winword exe "C:\Program Files (x86)\Wicrosoft Office\Office] 2ywinword exe” /g /t
‘GhlUsers\Johnson\AppData Local\MicrosoftWindows\ Temporary Intemet Files\Content. |[ES\VSZY4HSUdoc200TweBFIThFgt doc”

Execution Context User

Analysis Reason Process started

Process Operations

Executable Operations
WP C:\Program Files (xB6)\Microsoft Office\Dffice12\winword. exe "C:\Program Files croato_suspended
icrosoft Office\Office 2\wil d.exe’ /g /it

*CiUsers\JohnsonAppDataiLocalMicrosofttWindows\Temporary Intermet
Flles\Content. IEBVSZY4HSUNoc200TweBFIThFgB.doc”

CAWindows\splwowb4.exe 12288  rosum_throod I -
Mutexes Created Mutexes Opened
Name
LocahWininstStartupMutex Local\MSCTF. Asm. MutexDefault1
IESQMMUTEX_D_208 CicLoadWinStaWinStaD
LocalhZenaAttributeCachaCounterbutex Local\MSCTF Asm. MutexDefault
LocalWininetProxyRegistryMutex Local\c:lusersljiohnsonlappdataliocalimicrosoftlwindows!temparary internet files!content.ies!

LocalZeneslockedCacheCounterMutax RasPbFile



#2 Actionable Threat Intelligence — Activity Graph

Show Actions that ¢ dep o @
a ® Suina O @ Process ® @ Service @ Network
=

» {
.

.

i3
o <

C(® kel @
(4]
® © 0000
L

Protocol

Connection Type

Source IP (:port)

Destination IP {(:porg)

16.58.219.56:82




#3 API
@ TippingPoint

w\ﬁchﬁuard JUﬂIPer ilB de i
W - e v Download malware analysis

O L ——
M¥ 6 v" Integrate with network Firewall,

IPS & e-mail security solutions
Add FUSE to the Endpoint

v" Events to SIEM
visibility/workflow

v Can update Lastline Threat
Intelligence (e.g. reputations)

splunk >

@ TANIUM"
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Navrh vhodného riesenia

(pridte s nami konzultovat)
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On-Premise

CioL

W lastline

V,,
m

Lastline proactively - b BeAawl ————————— »

crawls the Internet Feedback for e et -5

for threats and global threat un!mown . < BERELT

updates the Sensor’s intelligence objects Engine ,// Manager

knowledge base (prograr-ns and A KT Correlates alerts
docs) with i 'ﬂ' ,:' and produces
FUSE : // actionable intelligence for
technology lf% ,:' SOC and IR Analysts

Sensor
\‘h Scans traffic for indicators and

s \ anomalies that reveal C&C
' connections and infections

gL
E

control
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