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WEAK PASSWORDS
ÅRegular & privileged users

ÅSame password for different 
accounts

ÅAccounts sharing

ÅPoor passwords



10000 most common passwords

would gain access up to
of user

accounts in
98% 2013

of hacking -related breaches leveraged 

either stolen and/or weak passwords81%



REMOTE ACCESS
ÅVulnerabilities & backdoors

ÅPort forwards into production

Å3rd party shared accounts 

ÅNo audit of performed 
activities



2 244 Attacks Attempts

Daily Average
SecondsHackers Attack Every39



PATCH MANAGEMENT
ÅNoncompliance of own 

infrastructure for both servers 
and end-points

ÅNo or just poor control of BYOD 
and 3rd parties devices



7/10 7 out of 2019 top 10 most targeted

vulnerabilities are known 2+ years

8 out of 2019 top 10 most targeted

vulnerabilities target Microsoft products8/10



What type of security is the

hardest to get past for a hacker?

say multi -factor authentication 
(38%) or encryption (32%) are 
the biggest hacker obstacles

70%



Replace passwords

ÅSmartphone token

ÅBiometrics & PIN

ÅGeolocation

ÅProximity

ÅDynamic passwords

Excalibur



Key functions

ÅAssisted or self registration

ÅOnline & offline (OTP) login

Å

ÅPeer verification

Å4-eyes check

ÅIntegration:

MS Active Directory, ADFS,

Radius, custom applications



Demonstration
online/ offline login




