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Leading Causes of Data Breaches

Weak Insecure Unpatched
Passwords Remote Access Software

Standards Council
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of hacking -related breaches leveraged
either stolen and/or weak passwords

Verizon Data Breach Report 2018

0 Enter Password

most common passwords ¢ of user 2 1
would gain access up to \.°"/ accounts in

Security study by Deloitte 2013 (Q@\_



REMOTE ACCESS

AVulnerabilities & backdoors
APort forwards into production
A3 party shared accounts

ANo audit of performed
| activities
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. Attacks Attempts
Dally Average
: Securlty Magazme 2017
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PATCHMANAGEMEI

ANoncompliance of own
Infrastructure for both servers S
and end-points
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7 out of 2019 top 10 most targeted
vulnerabilities are known 2+ years

8 out of 2019top 10 most targeted
vulnerabilities target Microsoft products

Recorded Future 2019




L5 0 What type of security is the
| hardest to get past for a hacker’?/

0
say multi -factor authentication

8 (38%) or encryption (32%) are
the biggest hacker obstacles

Black Hat Conference USA 2017




Replace passwords

A Smartphone token
ABiometrics & PIN |
A Geolocation ‘
A Proximity

A Dynamic passwords
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Key functions

A Assisted or self registration St
A Online & offline (OTP) login =
A Scenario,, | forgot my phone “ prrpT |
A Peer verification b 7
A 4-eyes check
A Integration:

2 MS Active Directory, ADFS, ——

éuﬁ‘—? Radius, custom applications
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Never trust
Always verify

ZERO TRUST



