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WEAK PASSWORDS
• Regular & privileged users

• Same password for different 
accounts

• Accounts sharing

• Poor passwords



10000 most common passwords

would gain access up to
of user

accounts in
98% 2013

of hacking-related breaches leveraged 

either stolen and/or weak passwords81%



REMOTE ACCESS
• Vulnerabilities & backdoors

• Port forwards into production

• 3rd party shared accounts 

• No audit of performed 
activities



2 244 Attacks Attempts

Daily Average
SecondsHackers Attack Every 39



PATCH MANAGEMENT
• Noncompliance of own 

infrastructure for both servers 
and end-points

• No or just poor control of BYOD 
and 3rd parties devices



7/10 7 out of 2019 top 10 most targeted

vulnerabilities are known 2+ years

8 out of 2019 top 10 most targeted

vulnerabilities target Microsoft products8/10



What type of security is the

hardest to get past for a hacker?

say multi-factor authentication 
(38%) or encryption (32%) are 
the biggest hacker obstacles

70%



Replace passwords

• Smartphone token

• Biometrics & PIN

• Geolocation

• Proximity

• Dynamic passwords

Excalibur



Key functions

• Assisted or self registration

• Online & offline (OTP) login

•

• Peer verification

• 4-eyes check

• Integration:

MS Active Directory, ADFS,

Radius, custom applications



Demonstration
online/offline login





Standard Zero Trust Approach

Don

Prove identity (MFA)

Validate device (Desktop mgmt., MDM)

Validate source network (intranet, VPN, internet)

Apply access policies based on identity, device

and source network

Microsegment the network infrastructure and 
create microperimeters

Minimize the attack surface

Utilize massive multi factor authentication

Separate the app processing from endpoint device

Containerize sensitive/vulnerable apps

Apply policies based on identity and geo-location

Integrate session recording and auditing

Microsegment the network infrastructure and create 
microperimeters

Excalibur Approach



WEB BROWSER

INTERNAL NETWORK

OR INTERNET
FIREWALL 

WAF

HTTPS

RDP/SSH/TELNET
VNC/HTTPS

MFA

HTML5 proxy

peripherals 
connector

app launcher

session recording

session indexing

EXCALIBUR EXISTING APPS, SERVERS 
AND DEVICES

VNC

APP CONTAINER

WINE

XVNC

Hardened Linux OS

traffic whitelisting

syscalls whitelisting

Containerized app





legacy ActiveX / rich win32 wine containerized app



with SOITRON

powered by EXCALIBUR

ZERO TRUST FUTURE



THANK YOU


